ROEDEAN MOIRA HOUSE
DEALING WITH A CRITICAL INCIDENT
POLICY 2017-18
This policy is for the whole school including the Early Years Foundation Stage (EYFS)
Definition
A critical incident is an incident or sequences of events that overwhelms the normal coping
mechanisms of the school, and disrupts the normal running of the school. Critical incidents may
involve students, staff, the School and the community.
Handling crisis is a normal part of school life. Some incidents, however, are of a more critical and
overwhelming character in which staff, pupils and parents may experience acute, even prolonged
distress. The following are examples of such incidents:
 The death of a pupil or teacher through sudden death, accident, suicide or terminal illness
 A serious accident or tragedy in the School community
 Serious damage to the School through fire, flooding, vandalism etc.
 The disappearance of a member of the School community
 A physical attack on a member of the community
 Intrusion into the School.
It is self-evident that a school which has anticipated a major critical incident and laid plans for
managing a response is likely to handle the actual event more effectively and confidently. If we
all know who will assume key roles, have checklists and procedure in place, contact lists up to the
minute, a tested framework for communications; then our response to a crisis will be more assured
than even the most intelligent improvisation. This document is designed to encourage and support
pre-planning. It is divided into two sections:
1. Preparation
2. Immediate action
1.

Preparation

The Critical Incident Management Team (CIMT) in the first instance will be the members of the
Senior Leadership Team supported by middle managers.
Staff responsible for trips away must provide all the information required before leaving the
School. This information must be logged with the School Office and Finance Office and comply
with the School’s relevant policies.
2.

Immediate Action

The staged action plan below takes as an example of a serious incident involving a number of
children off school premises. It adapts readily to other circumstances. It requires a Critical
Incident Management Team (CIMT) based on the Senior Leadership Team of the School.
Planned Action within hours




Notify the Principal
Obtain and collate information about what has happened
Gather and brief the Critical Incident Management Team (CIMT)
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Prepare an agreed factual statement; this should also contain information about action
being taken.
Contact families whose children are involved
Make arrangements for informing other parents
Inform Governors, teaching and support staff
Contact Police, if relevant
Inform pupils
Encourage people involved to talk – counselling facilities and support will be made available
Preparation and support of the Senior Leadership Team to deal with the media
A log of all actions will be kept.

Explanatory notes:
a)

Gather information
The following information is required:
 What has happened?
 Where and when?
 Name and contact number of an adult at the incident site
 Extent of injuries, numbers and names
 Local of injured, name and contact of adult present
 Location of uninjured, name and contact of adult present
 What immediate help is required from the School?
The CIMT will also need to know:
 Who has been informed?
 What has been said?

b)

Critical Incident Management Team
Whilst it might seem dramatic to have a Critical Incident Management Team prepared, it
does ensure that action is effective and efficient. Key people then know what to do and
can check that the necessary steps are taken.

c)

Contacts
There should be a list of the following contact numbers:
 Pupil lists
 Staff lists
 School doctors
 Governors lists
 Health Authority (including JR Emergency)
 Fire Service
 Police Service
 Social Services
If the incident takes place during a school trip, there will be a full list of pupils and staff
involved on the trip and a list of contact numbers.
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d)

Communications
A separate dedicated telephone list should be set up to deal with all calls concerning the
incident. The dedicated person dealing with the incoming calls will provide an agreed
factual statement along with reassurance of action being taken at the incident site.

e)

Contact families directly affected
This will be done quickly and with sensitivity. Each family will be contacted directly, as
consistency of information is vital so a chain of communication should not be used.

f)

Inform other parents
Parents not directly affected by the incident will be contacted via MoHo Mail; this should
give the necessary facts, expression of sympathy/concern and possibly a message for the
community. It is important to remember that such communication is likely to be accessible
to the media, so care must be taken in its preparation.

g)

Information for teaching and other staff
All adults in contact with pupils must be kept well informed and feel secure in handling
questions and comments. A schedule for updates will be arranged e.g. during breaks or
first thing each morning. Such meetings ensure that knowledge is common and questions
answered. Staff should be cautioned about talking to the media or responding to questions
from reporters.
The Chair of the Council must be kept informed. Other Governors may be able to offer
assistance or specialist advice and help.

h)

Inform the Police
The Police should be informed of the incident. Even if the incident does not directly
involve the Police, they may be able to help the School deal with the media.

i)

Information for pupils
This is best done in small groups in house, with particular care being taken to protect and
support both children close to someone involved with the incident and staff who are unable
to handle the emotions or distress confidently. The pupils should receive a consistent
account of the incident and this will be led by Heads of Section.

j)

Encourage people to talk
In some instances people involved (pupils and staff) may need to talk about the incident
and a Counselling Service will be available, if required.

k)

Dealing with the media
The Principal or in their absence the Assistant Head will be the designated spokesperson
and will make the direct response for the school. In addition, an agreed text should be
prepared for release to the media from which anyone confronted by the media can speak.

Shelter/Lockdown Procedures
Shelter in School buildings may be appropriate if there is a toxic release or the threat from an
intruder on the School grounds or within the vicinity of the School. Please refer to the Lockdown
Policy.
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School Closure
The decision to close the School will only be made in exceptional circumstances by the Principal.
The decision to close the School will be made the previous evening or by 06:30 am. This will be
communicated by MoHo mail and on the School website.
Emergency Contact Details
The CIMT will have copies of all pupil and staff contact details and emergency contacts available
at home and in School via PASS.
The School will ensure contact details are regularly updated and will encourage parents and staff
to inform the School of changes. It is the responsibility of all staff to ensure the office is alerted
to any changes in contact details.

Appendix
NaCTSO Guidance Note 8/2016
- Appendix 1: Advice to Leaders of Schools and other Educational Establishments for Reviewing
Protective Security – Including Bomb Threats
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Appendix 1

NaCTSO Guidance Note 8/2016

National
Counter Terrorism
Policing
Headquarters

Advice to Leaders of Schools and other Educational Establishments for Reviewing Protective
Security – Including Bomb Threats
Following a series of malicious hoax communications to schools across the UK, which are not being
investigated as terrorism related offences, it is important that you are alert, but not alarmed.
This is an opportunity for you to review your security plans to confirm that the arrangements you
should already have in place are still current and have been tested to ensure staff and students
are prepared and confident.
Consider what steps you could take to:a) reassure your staff, students and parents
b) review and implement proportionate protect and prepare security planning
1. Bomb threats: Procedures for handling bomb threats.
The vast majority of bomb threats are hoaxes designed to cause alarm and disruption. As well as
the rare instances of valid bomb threats, terrorists may also make hoax bomb threat calls to
intimidate the public, businesses and communities, to draw attention to their cause and to mislead
police. While many bomb threats involve a person-to-person phone call, an increasing number are
sent electronically using email or social media applications. No matter how ridiculous or
implausible the threat may seem, all such communications are a crime and should be reported to
the police by dialling 999. It is important that potential recipients – either victims or third-parties
used to pass the message - have plans that include how the information is recorded, acted upon
and passed to police.
1.1 The bomb threat message.
Bomb threats containing accurate and precise information, and received well in advance of an
actual attack, are exceptionally rare occurrences. Precise motives for hoaxing are difficult to
determine but may include revenge, extortion, a desire to impress, or a combination of these and
other less understandable motives. In the vast majority of cases are hoax and the intent is to
socially engineer, provoke a response, cause disruption or inconvenience the victim.
1.2 Communication of the threat.
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A bomb threat can be communicated in a number of different ways. The threat is likely to be
made in person over the telephone; however, it may also be a recorded message, communicated
in written form, delivered face-to-face or increasingly, sent electronically via email or a social
media application e.g. Twitter or Instagram. It should also be noted that a threat may be
communicated via a third-party, i.e. a person or organisation unrelated to the intended victim.
1.3 What you should do if you receive a bomb threat communication.
Any member of staff with a direct telephone line, mobile phone, computer or tablet etc., could
conceivably receive a bomb threat. Such staff should, therefore, understand the actions required
of them as the potential first response to a threat call.
If you receive a telephone threat you should:
 stay calm and listen carefully
 have immediate access to a checklist on key information that should be recorded (see bomb
threat checklist - attached)
 if practical, keep the caller talking and alert a colleague to dial 999
 if displayed on your phone, note the number of the caller, otherwise, dial 1471 to obtain
the number once the call has ended
 know who within your organisation to contact upon receipt of the threat, e.g. building
security/senior manager
 if the threat is a recorded message write down as much detail as possible
 If the threat is received via text message do not reply to, forward or delete the message.
Note the number of the sender and follow police advice
If the threat is delivered face-to-face:
 try to retain as many distinguishing characteristics of the threat-maker as possible
If discovered in a written note, letter or as graffiti:
 treat as police evidence and stop other people touching the item
If the




threat is received via email or social media application:
do not reply to, forward or delete the message
note the sender’s email address or username/user ID for social media applications
preserve all web log files for your organisations to help the police investigation (as a guide,
7 days prior to the threat message and 48 hours after)

REMEMBER Dial 999 and follow police advice. Seek advice from the venue security/operations
manager as soon as possible.
1.4 The Credibility of Bomb Threats.
Evaluating the credibility of a threat is a critical task, particularly if the attack being threatened
is imminent. This is a tactic used to place additional pressure on decision makers. When specific
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intelligence is known to police, advice will be issued accordingly; however, in the absence of
information, it will be necessary to consider a number of factors is the threat part of a series? If so, what has happened elsewhere or previously?
 can the location of the claimed bomb(s) be known with precision? If so, is a bomb visible
at the location identified?
 considering the hoaxer’s desire to influence behaviour, is there any reason to believe their
words?
 if the threat is imprecise, could an external evacuation inadvertently move people closer
to the hazard?
2. Evacuation considerations.
Responsibility for the initial action taken at a venue subject to a bomb threat sits with the
establishment, not police. However all bomb threats should be reported to the police and their
advice followed accordingly. Venue options include:2.1 External evacuation.
Leaving the venue will be appropriate when it has been directed by police and/or it is reasonable
to assume the threat is credible and evacuation will move people towards a safer location. Appoint
people, familiar with evacuation points and assembly (rendezvous) points, to act as marshals and
assist with this procedure. At least two assembly points should be identified in opposing directions,
and at least 500 metres from the suspicious item, incident or location. Where possible the
assembly point should not be a car park. You may wish to seek specialist advice, which can help
to identify suitable assembly points and alternative options as part of your planning. Where there
are large numbers of people consider a phased evacuation, initially from the immediate area of
the device. This will avoid unnecessary alarm and promote a safer evacuation. Each venue is
unique and should plan and exercise for different threat scenarios.
The police will establish cordons depending upon the size of an identified suspect device. Always
follow police directions and avoid assembly close to a police cordon.
Minimum police cordon distances are:100m – small items e.g. rucksacks or briefcases
200m – medium items e.g. suitcases, wheelie bins or cars
400m – larger items e.g. vans or lorries
2.2 Internal or inwards evacuation (invacuation).
Staying in your venue but moving people away from external windows/walls and is relevant when
it is known that a bomb is not within or immediately adjacent to your building. Also consider that
if the location of the device is unknown, is an evacuation necessary? If a suspect device is outside
your building it may put people in danger if the evacuation route takes them past the device. A
safer alternative maybe the use of internal protected spaces. Inwards evacuation needs significant
pre-planning and may benefit from expert advice to assist in identifying an internal safe area
within your building.
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2.3 No action. This will be reasonable and proportionate if, after the evaluation by the venue,
the threat is deemed implausible or a hoax. Police may provide additional advice and guidance. A
proportionate search of the venue should be considered.
Remember: it is vital that regular drills are carried out to ensure all are familiar with bomb
threat procedures, routes and rendezvous points. Disabled staff should have personal evacuation
plans and be individually briefed on their evacuation procedures. Similarly all visitors should be
briefed on evacuation procedures and quickly identified and assisted in the event of a threat.
Familiarising through testing and exercising will increase the likelihood of an effective response
to an evacuation. Evacuation procedures should also put adequate steps in place to ensure no
one else enters the area once an evacuation has been initiated.
http://www.cpni.gov.uk/Security-Planning/Business-continuity-plan/Evacuation-planning/
3. Search Considerations.
Regular searches of your establishment, proportionate to the risks faced by an organisation, will
enhance a good security culture and reduce the risk of a suspicious item being placed or remaining
unnoticed for long periods. To that end: ensure plans are in place to carry out an effective search in response to a bomb threat
 identify who in your venue will coordinate and take responsibility for conducting searches
 initiate a search by messaging over a public address system (coded messages avoid
unnecessary disruption and alarm), by text message, personal radio or by telephone
cascade
 divide your venue into areas of a manageable size for 1 or 2 searchers. Ideally staff should
follow a search plan and search in pairs to ensure nothing is missed
 ensure those conducting searches are familiar with their areas of responsibility. Those who
work regularly in an area are best placed to spot unusual or suspicious items
 focus on areas that are open to the public; enclosed areas (e.g. cloakrooms, stairs,
corridors, lifts etc.) evacuation routes and assembly points; car parks, other external areas
such as goods or loading bays
 develop appropriate techniques for staff to be able to routinely search public areas without
alarming any visitors or customers present
 under no circumstances should a suspicious item found during a search be touched or moved
in any way. Immediately start evacuation and dial 999
 ensure all visitors know who to report a suspicious item to and have the confidence to
report suspicious behaviour
http://www.cpni.gov.uk/Security-Planning/Business-continuity-plan/Search-premises/
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4. Media and Communication.
Avoid revealing details about specific incidents to the media or through social media without
prior consultation with police. Do not provide or give details of the threat or the decision making
process relating to evacuation, internal evacuation, or taking no action.
Releasing details of the circumstances may: be the objective of the hoaxer, providing them with a perceived credibility
 cause unnecessary alarm to others
 be used by those planning to target other venues
 illicit copycat incidents
 impact upon a subsequent investigation
5. Firearms and Weapons Attacks. RUN HIDE TELL
https://www.gov.uk/government/publications/recognising-the-terrorist-threat/recognisingthe-terrorist-threat
https://www.gov.uk/government/publications/stay-safe-film
6. Dynamic Lockdown Guidance.
https://www.gov.uk/government/publications/developing-dynamic-lockdown-procedures
7. Staff Awareness and Security Culture. Have you briefed your staff on how they can
recognise suspicious activity? Consider an employee vigilance campaign
http://www.cpni.gov.uk/advice/Personnel-security1/Employee-vigilance/
Are all aware of the procedures to follow should they suspect suspicious behaviour? (AntiTerrorist Hotline 0800 789 321) If you require an immediate response call 999
Preparedness: Are your first aid kits and emergency grab bags checked regularly, complete
and accessible?
8. Physical Security. Have you checked CCTV systems? Are they all working correctly? Are the
date/time stamps accurate?
http://www.cpni.gov.uk/advice/Physical-security/CCTV/
9. Mail Handling. A threat may still exist from items delivered to your establishment by hand or
by post. Are staff familiar with indicators for suspicious deliveries?
http://www.cpni.gov.uk/advice/Physical-security/Screening/Mail-and-deliveries/
10. Security Guidance for Educational Establishments.
https://www.gov.uk/government/publications/counter-terrorism-protective-security-advicefor-higher-and-further-education
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11. Emergency Planning and Response Advice.
https://www.gov.uk/guidance/emergencies-and-severe-weather-schools-and-early-yearssettings
There is no change to the UK terrorist threat level, which remains at SEVERE; meaning an attack
is highly likely.
Related policies and documents
This policy should be read in conjunction with the following policies and documents:
Employee Handbook
Staff Handbook
Code of Conduct for Employees
Health Safety Handbook
Boarding Staff Handbook
National Minimum Standards for Boarding Schools
ISI Handbook for the Inspection of Schools, Regulatory Requirements
Teachers’ Standards
Departmental Handbook
Keeping Children Safe in Education
Safeguarding Policy
Pastoral Care Policy
Complaints Policy (Parents)
Complaints Policy (Pupils)
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